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A configurable tool for investigating the CAN bus.

Contents

Introduction

Why make just another tool for the CAN-bus when there are so many tools available already? I have two reasons;

1. Learning how it really works, it’s useful as an added experience.

2. Because I can!

What I want to provide to the world is a flexible and configurable tool. This will of course also mean that it may be complicated for the average person to understand every detail. This tool is still under development so this manual may not be accurate at all times.
At installation you will get a set of default values in the tool, and the vehicle that I have tested on is a Subaru, which means that some parts are specific for that brand and that if you test on another vehicle you may need to change the configuration for that vehicle.

Right now the only protocols that I have tested and developed with are the ISO15765 protocol and the CAN protocol, so any other protocol that you select will probably not work.

In the document there are references to PID, it may in some cases be seen as “PID or other item”, e.g. address, TID etc.

Information that is obvious is intentionally left out – like explanation of Name fields.

In some parts of the application you may find a Test of some kind, it’s to test the application by simulating an ECU. The test features will not have any impact on any connected vehicle.

Installation

This application shall be distributed in a ZIP file where the MSI file, this document and a Setup.exe file shall be present. As you read this you have probably already unpacked the ZIP file into an empty directory.

If you have an earlier version of this program installed I recommend you to uninstall that version first.

Execute the Setup.exe file and install the program using the default values.

If you have a normal installation you it will be installed at the following locations:

Windows 7 (x64 version)

	Executable
	C:\Program Files (x86)\Bedug.com\CAN Data Miner

	Data
	C:\ProgramData\Bedug.com\CAN Data Miner


Windows XP

	Executable
	C:\Program Files\Bedug.com\CAN Data Miner

	Data
	C:\ProgramData\Bedug.com\CAN Data Miner


You should try to find the data directory, since the files there will be updated if you change the configuration. And if you uninstall the program the data files will be removed. So it may be a good idea to copy the files to a safe location before you update the application. Notice that a new version of the application may not be compatible with the old files, even if I’m trying to avoid changes that are incompatible.
If all goes well with the installation you will find the program in the start menu under Bedug.com.

Execution

At the first execution you may not have the file preferences.xml which is normal. That file will be created automatically whenever you change a preference.

This program can be used without a Tactrix adapter, but you will in that case not be able to communicate with the vehicle for obvious reasons.

What you can do without an adapter is to go through all configuration menus, inspect and change settings to suit your case.
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At the first page you can select interface from the drop-down list and select your preferred units [will not have any effect since it’s not implemented yet]. If your dongle isn’t listed it’s probably because it wasn’t connected or some other application was using it. You will need to restart the application when you have checked and corrected the cause. You can also get some information under the Event Log tab where some more or less interesting babble form the application is printed. The amount in the window is limited to the last 10k of information where the oldest is thrown away.
Under File you can choose to create an event log file which will contain the same information as the log window – but it’s not truncated. You can also save the contents of the window in case you have something of interest that wasn’t logged because you choose to not create an event log file.

You can also open a CAN data log file. That file shall be compatible with the Vector Canalyzer ASC format, and it will be written when you do CAN logging. This allows you to log the raw traffic on the CAN bus. The contents are manufacturer specific and to make sense of much of that you will need to have some documentation and for Canalyzer a DBC file.
Configuration

Under this menu item there are several alternatives, and each of them will be described.

For simplicity I have tried to use the Windows controls in their default manner, and I do a quick intro here:

To add a record, select the last line in the table and start to type.
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In a few cases you will need to double-click on the empty row to add data in a separate form instead.

To update data you will select the field you want to update and click on it with the mouse to get it into edit mode.
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To delete data you need to select the whole row and press the Del button on the keyboard. A confirmation pop-up shall appear to prevent you from accidental deletes.
If you have updated data you will get a confirmation pop-up before any changes are lost. The application is a bit sensitive, so it’s sufficient to put a field into edit mode to make it think that a change is made. (better safe than sorry)

Config Parameters

This is a list of the IOCTL configuration parameters that the J2534 API accepts. This list shall not need any change unless there is an update to the API.
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Communication Speeds

This page allows you to configure the permitted speeds that can be used with the interface. I haven’t tested all the listed speeds, and unless you want to add a speed to suit your case you can leave this as is.
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Units
This page allows you to configure units of various types to be used during presentation, and you can also categorize them. This is intended to allow for filtering between Metric and Imperial units at presentation.

There is a safeguard built in to prevent you from deleting a unit that is used.
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PID Groups

The PID group page is one of the key pages in the application. Here a lot of information can be configured.
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PID Group

The PID Group is an administrative item to group the data items in different categories. Some PID groups has PID maps, that is when a specific PID contains information about which other PIDs that are supported.
The Group ID column contains an unique numeric identifier for that group.

The Prim Mode column contains the primary mode for the PID group, it can be used to select default value when a specific PID Group is selected.

Item ID

The Item ID is the table for all items within a PID group. This is PIDs, Addresses and other items.

The column Item ID must contain a hex value of the form 0xNN. That value is used in communication with the ECU.

The Can Plot column indicates if the value can be plotted in a graph or not. Text strings can’t be plotted, static numerical values makes no sense to plot while changing numerical values makes sense to plot and can therefore be plotted.
Plot Height is the height of the graph to plot in pixels, and it can range from 60 to 800.

Is PID Map means that the item in question is used to map which other items that are supported by the ECU.

Data

The Data table is where the interpretation of the received data is configured. It contains a lot of fields intended to control the behaviour of data interpretation and presentation.
The Name field can be left blank when it’s considered redundant.

Unit is a list of units that can be selected for presenting the value. This is not used in the calculation, only in presentation.
Address Offset is the position in the payload packet that the data is located at. This shall be entered in hex form.

Byte Count is the number of bytes the raw data consists of.

Start Bit is used when processing bit-coded data, leave blank if the data isn’t bit-coded.

Stop Bit if it’s the same as Start Bit it’s handled as a single bit, which usually represents a switch On/Off. If it’s greater than Start Bit it will mean that the bits in that range are used to form a numeric value that is in the range permitted by the number of bits. Notice that the plotted graphs add an offset for single bit plots to allow you to distinguish between the bits in a byte presented.
Scale Offset and Scale Factor are two floating point values that are used to convert the raw data to user-friendly data. E.g. converting the temperature 0x50 to a readable value in Celsius will use the Scale Offset of -40 and the Scale Factor of 1 as follows:

T = (0x50 + [Scale Offset]) * [Scale Factor]

Or in figures:

T = (0x50 + (-40)) * 1
This will give you a value of 40 degrees Celsius (Which is about 104 degrees Fahrenheit). To get the value in Fahrenheit instead you will need to use an offset value of -22.22222222 and a scale factor of 1.8.
This of course has the limitation of only permitting linear scaling of the data, so no advanced formulas can be used.

Pres. Min and Pres Max are values specifying the range that can be used for plotting data where the min value is the lowest position on the Y axis and the max value is the highest. Any value outside the bounds is considered to be max or min value to avoid runaway plots.
Format is the format to be used when doing a text presentation of the data. Normal alternatives are “0” – no decimals, “0.00” – two decimals etc. The string is fed right into the string formatter for C#, so you have some freedom to choose other format masks as well. If it’s empty the format “0.000” is selected. If an invalid format is encountered the default format is used and a “¹” is added after the value.
Zone fields are used to allow for configuration of colored zones in graphs to indicate when a value is outside recommended range. If the Min and Max value for a zone is identical it’s disabled. Recommended is to set the values to zero if they aren’t used.
Plot Color is the color to use for the specific graph. Notice that each Item has a separate graph, and only when you have data records containing multiple data sources under the same item you will need to use different colors.

Modes

The Modes Page is used for the basic modes (also called Service Identifier) supported by the ECU.
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The Mode column is sent to the ECU in combination with the PID value defined above to get or set data in an ECU. The data is used when interpreting responses from the ECU, and in those cases the returned data has 0x40 added to the mode to indicate that it’s an answer. There is no need to declare those added values since the application takes care of the 0x40 adding.

Secured means that the record is protected against accidental deletion because deleting the record can cause problems in the application.
The PID Group column is for informative purposes and is also used when parsing responses from ECU.

Vehicles
The Vehicles Page is where you as a user can define a vehicle configuration for your specific vehicle. It is possible to copy an existing vehicle and create a new definition that can be changed to suit your needs.

Vehicle Table

In this table the Address Bits field is important, since it is used to select between the 11-bit addressing mode and the 29 bit addressing mode of ISO15765. It also controls the functionality of the application in some cases.

General Tab

The Protocol is where you select the communication protocol used on the OBD-II connector. All newer vehicles (2008 and later) supports ISO15765 and CAN while older are using a lot of different protocols. [They are listed but not yet supported by this application].
Speed is one of the speeds defined above.

Tester Addr is the address of the application in some configurations. E.g. 29-bit addressing uses this, 11-bit does not.

Add Checksum is for older protocols that needs checksum on the communicated data. Not applicable for ISO15765 unless some odd ECU needs it anyway.

Additional OBD codes file This is the name of the file containing vendor-specific OBD codes in the data directory.
Capabilities Indicates special capability support to be enabled for the vehicle. Currently only SSM (Subaru Select Monitor) exists which enables some limited extra functionality.
ECU and PID Groups Tab

This tab contains two lists, one of ECU:s and their addresses and the other of the supported PID groups for the vehicle.

Notice that the address format for the ECU:s depends on the number of address bits and protocol. For ISO15765 11-bit only permits the range 0x00 to 0x07 while 29-bit permits 0x00 to 0xFF. Other protocols may when supported use this differently.

The PID group table is edited by double-clicking on a row to get a pop-up where the data is configured.

Addresses Tab

On this tab the sending and receiving addresses are configured. If you have defined ECU:s in the previous tab you shall only define one broadcast and one fixed address in the Tx table and one address in the Rx table. Values depends on number of bits and protocol.

	
	Broadcast
	Tx
	Rx

	ISO15765 11-bit

8 addresses
	0x07df
	0x07e0 to 0x07e7
	0x07e8 to 0x07ef

	ISO15765 29-bit

256 addresses
	0x18db3300
	0x18da0000
to 0x18daff00
mask 0xffffff00
	0x18da0000
to 0x18da00ff
mask 0xffff00ff


Flags and Parameters Tab
On this tab the specific connection and message flags can be configured, as well as additional IOCTL parameters to be applied at connection.

The IOCTL parameter list varies depending on which protocol that is selected.

For a detailed description of the flags and parameters you need to look at the J2534 spec and the API vendor documentation.

CAN Logging
The CAN logging can currently only be done with the Tactrix adapter, and it requires you to set the connection protocol to CAN and the connection flags SNIFF_MODE and CAN_ID_BOTH and then connect.

This is the RAW CAN packets that are logged, which is useful for some but the data is often very specific for a brand and a vehicle model.

Click on the CAN Logging button to open the window for CAN logging. Even when the logging window is open you can still go to the main window and open a CAN log file if you need.
Pressing on the Start button will start the listening for CAN messages and they will be presented in the window as they come in and are updated. Notice that the window will just display the current value and no history. For history you need to open a log file.

If you are lucky and have access to Vector Canalyzer you can open the log file in that application for further analysis and processing.

At the bottom of the window you have a text field and an “Add” button which allows you to add comments to the log file that can be used for tracking events.

OBD-II
This window is actually a bit more than OBD-II, but OBD-II is the base functionality that is used. Some brand specific items are added here too – like part of SSM (Subaru Select Monitor).

Due to the amount of information it is split into several tabs.

Config Tab

This contains the communication properties for the OBD-II protocol.

Timeout is the time that the application shall wait for an incoming message before a timeout. The default is 1 second and it’s good for the normal operation.

Sender Address is the address that is used to send to. Default is normally the broadcast address, but in some cases the specific address shall be used instead. E.g. some SSM operations work better with the specific ECU address instead.

Message Flags are set from the default message flags in the main window, which in turn gets the flags from the vehicle selected. Only change these if necessary. If everything is configured right there shall not be any need to change these flags.

Filter Tab

In this tab the filters are defined. It’s possible to define several filters, but the number of filters allowed depends on the API. A default set of filters are created automatically and shall work for normal operation. [This page isn’t fully developed so some features won’t work.]
Vehicle Data Tab
In this tab you can select the items you want to look at. Primarily the Current Data box buttons shall be used.
Some checkboxes are disabled initially, and a select set of them can be enabled by clicking the Get PIDs button. This will ask the ECU which PIDs that are supported and enable the corresponding checkboxes.

Select checkboxes and click Get Data to get the data. The data is displayed on the Snapshot tab.
Underlined items in the list of checkboxes can be plotted in graphs. The Interval value in the Plot Current Data sets the interval for how often the checked items will be polled when the Start button is clicked. Data will be presented in graphs in the Plot tab.

Freeze Frame data is only present in the ECU whenever it has encountered a specific problem and condition that causes an event to be logged. Otherwise the behavior is the same as for current data.
DTC Handling Tab
This tab allows you to read the current DTC:s of the ECU and clear them. You can also save the DTC:s to a file for reference.

Vehicle Information Tab
This tab is used to present some vehicle information available from the ECU.

Snapshot Tab
The snapshot tab contains data that has been logged through actions in the Vehicle Data tab.

Plot Tab
The plot tab contains graphs from actions in the Vehicle Data tab.

SSM Tab

The SSM tab contains data that is obtained through Subaru specific requests.

